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Abstract

Caware’s international business highly relies on the convenient benefits from
internet-web tech due to its features of cross border, low cost, real time and
multi-parties communication. In 2019, The BEC hackers alter "social engineering
technics" to snatch the log access of Caware sales employee's email account, and
follow with consequently surveillance all emails within this account. By monitoring
the leached messages and information of emails back-and-forth between Caware &
her customers, the hackers locate the target customer & timing with a logical and
meticulous manner written scrip. The hackers played the role of customer and
supplier between Caware and her customer by sending-and-replying emails in order
to hitch the trust of Caware & her supplier. Eventually, the fraud of BEC with
hitched trust of Caware & her customer works to let the customer wire order
payment into a new bank account which is a fraud bank account. The loss of money,
infringement of customer relationship, and job quitting of some related core staffs
are all timely crucial challenges for Caware's business operation. From understanding
the story of Caware's BEC case, the main goal of this case coaching is to develop the

students' sensibility and judgement against BEC attack, prevention skill, and to raise
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cyber security sensibility therefrom. The acquisition from this coach session
includes majorly the illustration of BEC hacker technics of either technical or
non-technical manner and to figure the loss of Caware and her customers in the
economic-wise or non-economic-wise as well. The side effect of coaching goal shall
also shape out how to propose the most optimized solution portfolio by leverage
limited resource, the security enhancement of business trading, and to alter the

digitalization transformation in decision maker's mindset.

Keywords: Business Email Compromise(BEC), Digital Transformation, Information

Security, Social Engineering, Cyberattack
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F 5 : RE : Caware Official Shipping Notice — PICAW-190122-EIT01
HEA  2019-04-17 14:00

Z#4-3 * “"Maria — Caware Filtering Corp.,”<maria@caware.com.tw>
Wk © 7 ¢ marta@martechsr] > <marta-martechsrl@mail.com>

Bl 7 ¢ carlo 7 < carlo-ciemmeservicesrl@mail.com>, “cristina ’ < cristina-martechsrl@mail.com>, ” ¢ Kyle — Caware
Filtering Corp.,” ” <kyle(@caware.com.tw>, ” * Carren — Caware Filtering Corp.,” ” <carren@caware.com.tw>,

vivian@caware.com.tw

Hi Marta,

Thank you for your wiring notice with the bank receipt.

After we receive it, I’ll let you know and send the original shipping
document (for custom purpose) with the sample of AP2 together.

Best regards,
Maria

FROM: marta@martechsr] [mailto:marta-martechsrl@mail.com]

SENT: Wednesday, April 17,2019 4:21 AM

TO: Maria — Caware Filtering Corp.,

CC: carlo; cristina; Kyle — Caware Filtering Corp;

Carren — Caware Filtering Corp.,; Judy- Caware Filtering Corp.,
SUBJECT: R: Caware Official Shipping Notice — PICAW-190122-EIT01

Hi Maria,

2 : Maria [E{SfHifEFE AR
BERIERIE © ATy

4F 17 H > B AR A Maria ) Webmail » FESRIBEPUZeI007
4 Marta > JLIFFIS PePig AR T Martech 19 £ T2 TERERU BB AL - ELARA T
3 - 01 3 -

Da: Maria - Caware Filtering Corp.,”< maria@caware.com.tw >

Inviato: mercoledi 17 aprile 2019 10:27

A: Marta<marta@martechsrl.com>

Cc: carlo< carlo.marcelli@ciemmeservicesrl.com>; cristina < cristina@martechsrl.com>; Kyle — Caware Filtering Corp.,
<kyle.caware.tw(@mail.com>; Carren — Caware Filtering Corp., <carren.caware.tw(@mail.com>; Judy — Caware Filtering
Corp., <judy.caware.tw@mail.com>

Oggetto:RE: Caware Official Shipping Notice — PICAW-190122-EIT01

Hi Marta,

Thank you for your wiring notice with the bank receipt.

After we receive it, I'll let you know and send the original shipping document (for custom purpose) with the sample of AP2
together.

Best regards,
Maria

From: marta@martechsrl.com
Sent: Tuesday, April 16,2019 3:16 PM
To: Maria — Caware Filtering Corp.,

3 BB RSN ENE#GE R
BRI © ARTressa
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Z AR - Yale 6T IF ST - 1A - BIEHIH0 b
R - REOIEE TR RERS ST o

" RIB TR L NIRRT RB LRI SRS o TR LB

~183~



UM -/ MESEE R B B H BEC FEBR

R4 0 Carren #RFE T AMERYEERSTH > Carren 55 H CLE Marta #52
2 EFH > DUkt IRE CEIUER ~ SLEEHE > FSRAEEH TAaNEmR - —
H R TER - —HEZHE > B SR EREE FESILEE -

2 ~ [ Y

— ~ HFHE PR SRR - B SRR ?

= BTSRRI GRS R AbEbt et 2

= ~ BEC Hdpl g% ? HE B SAEI B IR (R R RE T > Carren
JERZ ST ?

9~ BEC BRI H bl BEL S - FEAN Rl & 22 Bl 2

AT
& ERB RO EE

RIBABGREBCEMET - 2021 55 5 1 E 02 ER SRR T =21 2 (80T
o EEAEEFTIRIER R 5 T B MRIEE AR T A e i BRI - YR B Fy F
B SR E Sy B AR -

A ZE A RIS FHEM T HAY CURGE 1 35 e BB TR/ M2 - BAIIREEEE
M2 BRI Ry ke 1 ZE B Byl - o BB BFEEER S B A L3R
ERBERRIFIIIE » B R T BB IERGT R U5 - (LA B PR
BB 5 BRI B IR - 55— PR B - SRR AR S e e U B Ry P 5 PR
T-H# {4 A 4= (Business Email Compromise > f§f BEC)HUI5K °

Ry 5%155 BEC (8 » £ Cassandra 55 A (2020)# AFHRANTZE > £ Hi Bl
BRIEFTHY BEC iR U5 5 - 58 P B » REH S AL B BT A T eCaware |
R 0 SN RIELRERGTTHGERE - I E A BELHEIIK - B FERRASE
AT HAA S - g E24 - EEEARE - 20/ E Y]
HEFBIRRTTE - AEEHBERMAAL, -

U NBEREBE (2021 4R 7 H 20 H) T EEE T EOREHE B TR T
THFREEER Tk S > (BUSHE @ 2021 £ 5 F 12 H)  [available at
https://info.taiwantrade.com/biznews/fraud-2383161.html] o
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AMEEAEBAEAAE R RE - ENRESEE S LREME > AINEZR
FEBRIT AR - fEBGEIRF ] B N AR DORRS - BARN TH - A
BT o AN R HE R BB T > — RBBCE AL - R
e B RE R A A

Al - SN REEH A

ANEGRRERLR - CH2ENEEEPSE SR - EMBA 24 > 35
FHEZE - (LB T R TE T B Wl LA o TS AL IR DR
RTTZ - BNEEE ML EPERISEBUFECR ~ WI7ESIR - AEIEE ST

» EREFEATY A SEBBRRREE T8t > A FRAER AR/ NMESE o A
BT MESEE LW ER B
AR - EEAVE R - Al e~ B

2 - ARMBEERNT RE R A B TR

— ~ {1/¥2 BEC?

BEC X FiimEER » JFATH Fy Man-in-the-Email FERR - 2013 545 » Hift
AR NE IR R R - B K > GHEELKHERIREL
R ST R B B IRy - 2015 4 SERIMEER AL IR FR AR R L (IC3)FIBRFS A&/ FBI
B - K BEC(Business Email Compromise » 455 8 - EF A1R)E 78 o 1
B4R (L R 25 1 1 S A S A TRE S (32 RS B8RS - BEC B4R
B2 A8 BAELL 110%6H R LR  2016~2019 - =4[] » 2t 16 EEZEA:
LA HIRL SHHEE 262 (H35TT - BEREE 2 EREHEXE - FREHVEIIHE
S8Ry 140,000 550 -

(—)BEC BRI S ER R4

HEREE

2 Trend Labs (2016 4£ 2 H 2 H) » [ #¥3%% % ZEBR/BEC- (Business Email Compromise)
PR B R EL L B 5E o B EATREAS (AU H T - 202145 H23 H) »
[available at https://blog.trendmicro.com.tw/?p=16295]

¥ Jessie Cai (2020 43 H 18 H) » "BEC FFERELAYAMESH ? WATH EBREE M BA BRI o
BRI (DS H] 2021 58 5 H 23 H) »

[available at https://meet.bnext.com.tw/blog/view/19668] °
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SURHEM -rh MESEE BB S5 BEC ZF5R

EJUFREE R AT - fER S E MR AR - AEIE S - IR
T AU B AU RIS - 3 & 3% - BECHFR (Jakobsson, 2016; Zweighaft, 2017) -
#F BEC Hf - B H 3 Pl E AR — BN > K > SR IUTRE A &
TN FZ MR Gk - SRABRENE - AR DU B 1 2Rk A
SEHEFK » DERRAZAN T

¥ I

O#HEBERHER 1| 554
Identifying the target Idgt?y?igatﬁ“gﬁet C 0%2 cl‘t& l’:f‘ Eﬁfﬁon
organization organization

. \ P

s s | [ @ R A
peesm A ®E§§§§§§§¥E BECHIK A2
3 ‘ a5 Tries to establish a
Th‘iaz:]“z;?t::;:& l:‘tzi. :ls Trust is built between the relationship with the
Ran. victim and the attacker victim For How BEC
sum of money Shvias
(& '\ & ‘
& B & D 4 N\
‘ O K BETEEAST—
o {iE B 3t & AR =
DHUFFREK .» BEZE Send the money to
Get money The theft takes place another account he
owned and the account is
Q 18 ., in another country

5 i BEC BB BEiie
(Flow diagram of steps to implement BEC attacks.)

ZEHRARJE © Business email compromise (BEC) attacks. Al-Musib et al. (2021)

O EBERH T

BeE e X — 180 fa(phishing ) - IR DIZATRERE - A \E ~ 55
IR > DURCTARRYEESE ~ MERKE ~ U E Le/\FINLEE G5 - F5E6
filfy F PG, > IS EE HTML Ff(f: - if&k(WORM_NUWAR.YH) ~ &[5
ARSI - BRELBE I E i ABTIRSE - AR sERE - BRI EEE AN EE
i - RIS B R INECE - R B E BE R E A -
@A B AR

B FAEFEHUHE A BRYPE T B (Account take over) 2 - & B EI THERS
% H AT B AR RS B R T AL
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@A

B TS CR T A R A BTG A AT R - (A
SO~ 2 B S AR © SO E R A S ~ A B2 AR
TB ~ BT DU IR REEN - ik - S A TR R
% A R R A
@8 S ERSCR F AT BEC BXIRIIR

B AT B AT SRR AARAIR  ELERABS IR P 2R R T IR -
R A TE TBR P IRBRAC T 15 ¢ SR A A SRAAR R AT DL 6 T B
BEBRAY, + RS AT L - ARSI 5501+ f0 EDRE AR 1
A °
ORI SRR R RS HE

FER TRt BT AR LA 2 - RIS - R
(CFO~ CEO ~ CTO %) ~ #5F ~ AT » F#l ey B b o  HEH7 ~ HLHeR
s H TR ) BIIRT - RSB I T o (EER R
B A E T - R A
CEFPITIE » B —H8

PP TROPREA T - ARRRRRE  EBH T - Ttk b oUm 3R AR R A
TEH TR - BRI B AORCR T W R  SREDRETRAIR A -
P 251 105 5 1 < A 38 S 5 BRI P S | -
D RRK

5 B SR B0+ ST AR T T R A RS0 7R
RIEFIER - FRIGERE T  BAVRAE - MBS R AR T
0 B - AT ~ 5 S AR S © RE PR ACE TR i
BT -
@WERE

TEEEL WK -
O TR BB e T — (BB MR

U TR A 5 1 B 52 TR ) A GO -

~187~



UM -/ MESEE R B B H BEC FEBR

(=) 3 I 2 (social engineering)

BEC W ZFLIG MY - BEEABIHI AR TS (Cross et al,
2020) - ARRFEAFIEREANIEE - PIA0GFH B8y =0 LIS B - 5155
S THARL - BB o NiCE R R - R BLIERRARTTE - EHK
B2 H AR R R AR I - EChE B B T PR S TRAU AT I 1 T8 - DU A
AIEEETHSHE -

[F]Rf > BEC JUIRHAIE B TEAEWLF i A LA - 7 LRI AR -
HIFHERS - & B R H AR S e BES R gt RE A REE ST
ZOR B TSE MR eSS - 3@ 2 & G (Jakobsson, 2016) - BGE T BGHEL
SRR — 0 ~ BT NHEEBRIET— K > $E B SUBGR AR RE SRR ST >
B THEGRHENE S - B R A REN:

— ~ BEC [BHEEHHRET 2

BEC #g57 ABLA ~ AR EL AR < [E(E R TR - A B e A A B R TR IIRY
FER o IR BLESERTN - MBS LR S RS B ZUA R 3G B (S B ~
KRFRIH ~ FIXE 0 2006) - BEEEHR B S— T mI 5% B IE E A (S 0:(Morgan
& Hunt, 1994) - W2 R EGHHIE 55— 2 RIS PRECA B RS 5 B 2 A R
MmATE) - 2RI BEC M3 a2 ZnE ) - FrERRARIE - B2 S REEF] ST
R ELEAMEENE » GRS R -

1358 BEC #i8R - IRF 1 pE B HENT BEK - 1E M AR ETEBRAIITZE
HRIRA  RESGESIERE NG S - R - 5 - K3 - R
RS T 32 Al e a B #%7Y{tE A (Button et al., 2014; Rebovich et al., 2000) »
AHRRERIRNY B T B E & B T REth & i E i g 2 -

= ~ [/i#i BEC myHE i

BEC K% » JUIRE{AIREN5E H A S AR5 - 22l i TR FHRAE R
FIE - BEC WEEF L 1L 35 3270 - HIn{EMps e M=l - B H R
3~ DREATERER - L HARHEIS S - BEC [BASER - 2
ARSI SERIB R SRR - BEC FEBRIBIR » — M SEaZanfnlbhEie ?
EFMHENT7E 2 Rl 1k B IR B T AR 5 Z€(Cross et al.,2020 ; Al-Musib
etal., 2021) :

B T2 v o3 T - EANBERG AR - AR A Smax Sy AT - A
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B3 K B A HA 2 5+ A B R R M B P A i B 4 A SR o KR 2 iR T 2R S
BRYE AR EE R - (ESE N E RS L e TR - 8 AL
RN - MERAL S BERE R - BB IR BRI SRR A B ~ Bk LA
FAEUWFCFREZLLRTE 90 K - fEE T B R = PGRE T - PRI E 7B -8
#E 0 2] POP ~ IMAP ~ SMTP - i FI# 28 825 3 M8 T bk s - B
Bpk BV E S E 97 (AR A4 B DURCETEIPR TP B85 nl R T Ry B B -

BEC AOURWEBE LW uEfe AP #E EEGTA R - A 7 AMry5
BE o JEE M RO T 2] LU RO HE R 2 (P it A TR Tk - Tl A 2R
A BEC [@bf - S8 ERHE 8 TELZHEANR - 4% BEC ks (it 5 TAZEHR)
T AT - BRAFNELER - IR ELBOR - RS — B2 Em
AR ~ IBEER - SR EERI R PEE (Two-factor Authentication » 2FA) » $1¥{8E
T ESORITIRGRAVEE K - JEFT SR A R - BB AN S EIENE - /i
ST IR b A A il Bl A - BERFORFFE L 5 INAER R
N ER PR SRS - LU AL B S B S5 1T B A (Myojin & Babaguchi,
2020) -

Bt W s[RI &

— ~ BBk (10 53 5/ 25T 10 57 5i)

IRERERNS - R H IEAENTERERE - 5 RN AEXBEN RO
B
(— BCHEFEMNAGRKEBIFRIFERF o
(DFFREBRMEFE? 51 LERIINBARERZTE?

PEIRFBEM PT DAFE B AR 53 = BRZG - BEAREEERIVE 22 » 2B EAER
RHAS - LRiEl A B AT ERR FiRnV 2R - flan - e A GRS T 0 JUFEE R
ER L GRS LDHERRNTE G FFE - BB - a0~ BB R S5
2 EFEE R ALFEEREEE D . MHEBTERSIEEETE - SRR
ZEBM N TR e PR AR IS R -

AR E ARG 5 FIHEEMEREY) » (2 FEEIREF ORISR
GiENE - BHRBESEESRTIREYE - LEZEEEFE IS E BEREMEE
BlAE T $ TR T AE -
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— - REE A
(— el EZEIFEFRINERFNEEER » EEEHKAMPLERIE ? 30 piE/

RET 40 »88)

HHEITTE R EEHUER(E S Bt BEC KEBHPEREER) » 51824
KFEEBEE YA ER BEC BNFERGEZEE @ Bt eEPRITEE
TEARYFIEEL BEC R -

D Maria BHEE T Sy RS, B R Y R B H A

—Bfth - B HIF T Microsoft [ FHRE =05 5 = B RIS EN A - 5 [3EELAT
7% Maria B8y o BREGT T AP EVEE - B8 Maria REEE T EHER - H
HifEHY Microsoft 2 A EH » DUBRHN Maria figy A BLAEMR 7 2005 - JUIREREERS
TSRS - Maria BB EEH E SRR B -

OHEFE Maria FTBHEM » DU HBRE

KB H RN Maria 3EAHAREE - (EBISMY IP B A » BRI H8E FE IR
#R(Account take over) » i HAEUEFEE (R ~ EEEEH) - FREEE
Maria fE2RI(E 4 - #E3& HERR Maria @192 AR —Sl R HiESME TS
/NS > BIREEE SO HHEE - Maria TEAHAR POV 23455 F DUE TR gL R
EIE - B~ AR 5 R -

QI AT ~ FRAZHER

EZEACL 73T 6 il HAYIRER - £ Maria BRERA1ER A B2 IRV A BT - #8
EHAES A A BAM B B RE RS ~ ik B8 (LinkedIn/FB) S ISR L AHE A
HURHARZERE ~ b ~ BRTRAEEGN » A0 — 2R T SEAFRYSEHE Maria BLSJL A A%
ANE ~ BRI - B AIRERE ~ 385 USRI - FEDUIRFE R
RS ~ E A E T EAE - 327 BEC BIs=R -

@BEC WEBE BN AHIZEFH Marta ZI7FHFR

T ~ RHA ~ BITRARERS > ICBEPTTRAVIG S W AR 5E R - E B¢ Maria
FIFE AT 3 B > GlHEL 8 KF% P Martech /A E]IEZEST 7 HEOTR S »
A2 EREH Maria BB ER > DERTTEZIUTIRE » EEMUSHEIERE -
1 [E] BB B 5 R P 1952 2 & B 7 Marta 07 B % -

OWEE % HAR LS Maria By - DUEERIREZCEEEAT - B Marta $35 >
HET&EF
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[FIE - R SEEERE FEME  F TR RN ERERL R EEEN
'S Maria 275 HAYELABE ARIA S > Bk thA  EMHERA & - [HE
o et Ry MR B B A bk BRI A (R 1 BRE Bt 5 IS ) - E#EH
FEE ML - IRIE AR 555 - A8 B EER R I A - SRR Ry
A — & - HER] Marta ~ BIfR A Z M EE - Marta 35 Maria $2{EHTHIRERK
WRIRFAHRREE -

OFE K ExEE BRI A R TR

B2 > WEEE T BEC BVEE > 1) Marta $2 KGR 7 SEOTEBENE
4h > RIFEERPEEEASRATIRE - BE ERBEN S S GBEE - ~gE
WK - RS [ HEE -

DFE Judy FRHEAFEBE U - TEFHEK

Marta [ 312 PEEE - SRATRIIR = - 2B H SRR A B9 AT =
T EZY Ay E F RS R B BRI (B/L) A BENEAFESK » Judy B _BAT - B
FIEBREARRE » 11 Y AHERER Carren R HTHENIRT HI 7 - fEFReRE F ~
HEPEE I A E R PREITIER - Judy RESHEE - B KA RIEE S
REE o B NERES Bk -

@#E » FEEOL

7€ 15 HFERK > #3810 K » HF] 24 HFEAFZ S Marta #2if A~ F - FTES
FE Sl HEARSEE Carren HERRTR > A BTLESE LIRS - S ERE RO -
OB 22 H AR A A BEIR =

BEIRF % % CLARTE PR HE A RO SILAHIR R S8 2 B s ot 2 g A BEIR = 7
UAERNEI
(DBMHEEELEF L EFESHFARBMZP ? (20 25#/R5T 60 788 )

DEZEZEENAERAEE - FFRAESIH T 3 ERERE - Hinitis
HHEBE :

- JISRARSE Maria » EIME » FRE BT Microsoft [ FAZ = 2

- JISRARSE Marta » YEIE - IREHEERMER RPN 2

- QISR ARE Judy - WEIME - IREIEA RIS E P 2

1. F i 1t B2
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PG5 BB AR (BEC) » BXZ 35 R P 2 A M B AH AR 558G - 5135
Maria & A {5 R&THIZE A A 75 3 ~ ABT1n ) TAE - BIEMRAY I (Jakobsson,
2016) - #HTAEEL > BIBEEIEIZ - HELAEISBIR Webmail 15 TAF - B
2 DU AR T 3= B MR 8960 - 7689 (phishing) B4 Hh &R Y 3ERS -
AR EE > FELLEEL Maria /) Webmail B2 - 1T RIIEE BIESHE - 1K
B s E A » &K Maria BYSESEAORIE - BRRER - BEMER
T o DL Maria 23 -

2. JESL e PR

B 58 Maria RYEE FER(FIRSR - TECERIEHRPSE - FEARBEH
R A B 72 BEER AT RRENE: ~ 555 DU R - Marta HRFEE 10
LAY RIFR sk - SILTFEZRENEERGR - RIEER BN
etk —% > SSRGS AN - SRATRERLENIR S - $2 H B U BR R 25 7
A - JIHEBER TS E R - £ — M RTTIREFEUS HEH - &
GSHEH N EEERR - 3 Marta RE gL -

B EE Judy IR 0 /£ Marta fEZREFEHEAF 1%  JUFRE KB Z SlAHY
BGOSR EIARB/L) » HRFEARMEK o = S 255 oK
INEISUE Ry TR Judy BB ZKRIY T REM: » ERE S AEIA R - iR
TTHTBGR 2 EFCEBE AR S HE R - 2 B MR A R S
DU BEEIAR(B/L) » BLTDAEZE B EE: - Marta EHIMIEERF - B
G55 ERIRERLE > SRR T A AR SO E AR P - REASHEE Carren
HZETEERAE > [FEIRF Judy A2 RIRFRIAYRR ) - FEREE Judy SE7EEMERE
% Marta JZR - WJRE@TR MRS o B T SSR5E G TIE - &P
DIEFENE - g KR B SR GBS 5 -

(Z)BECEHEMEAMELE ? HEHTEM BB FRMERAEST -
Carren FEEZ/BREM 7 (20 £§8/RET 80 88)
L. YlAHHI% = Martech (K
(1) REFEHEARK

B 28 B 8 E b T i e E R R - IR B 2 I B R K
Martech JTTHIBERERMEH T (HERMGEER > & S REFIIEIEPIARY] |

P a1 AEIERK -
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(2) FEREPE AR

R A2KE > §lFFEL Martech & [ pa 3 B AR EL (S (T T B B8 -
Martech EER 2435 - SN ERE T - [RARE ( FESAIARS > JE7AE
AL = BRI E R B R Uny &K EE B (R ~ SRR ~ J73CE » 2006) - BEC
B o YL Martech HYAZ ZyE A4 BRI BLIEFHIIRUAS IR - SlAHES
RENER 58 A T e AEANEE 1 - 7&K Marta ¥} Carren 2S5 &{GELHY7K
i 0 ERECET Martech GRIAYTTEILEE L  [FBH > Carren ¥} Marta #iff
FZHEEIRIIHEE » 752 Martech tREERHICE ILAEFIRITTE) » BIATAIESS 53
B3 WA HARYIRK - BEC B T2 GinE - PG RMRARIIHE » 5
2% 2R W HHEE 7 5@ AL 3, - Marta 348 Martech A B HISERYEA B A & -
FEREEE AR » 65 1E Judy BESER S Maria g TR
BTHEMENEPERE - B TS - RN SHERESCE 2 -
M EREL - —F ABER K - BB IEE PR IR R AT
AEMAER -
. Carren JERZ/EEM ?

GOAHEETER - RAREIEFNES . IREFNHRHEZAME
TTHEFIEEZRES ? LLIRF T DAGE RIS TSR » Carren R4 HIE4G Martech ?
SHTER - HHRA RS HE B -

TR EE AR HEER - RSN A EES ) RE > ERED A
Rl o e Martech Jf& &l R (A1 5L it ¥ B % (Dual Approvals) > B[ 52 HE
FOMRSE E L — S Z B AT - HEAHER A Martech fERE - 2 A F& I
BT TEE RN TEK - Carren [y T RAESE - (ER IR E G EHE > 5%
ARZ RN AR (e B BB EFIAIE > HRGEMRETE
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% 3 IERBES T

Varils BEE axiit BEE
1. Martech 5 EEH » HUA Martech/ (7 B4 > RS
HREE I ERL £ > BERER
2. Martech R 43 {484 - H v
RUERT S I RER s (E 22
(SR $21I%2%0-100%)
2 i Martech}3 58 - fiEAEH
(LE R E0%) BfF  £EEF

/NG HELMEZE T AT > BEC 4 MERIEHRIE » BIIRRHE S - B
B R R EEIEAREHREEAIIEI T » Carren BR T REIBA B ZHIIL
L > HEEF B Marta 1704 © {E(3R 3 BHIREHIZKE » Carren QIGGEEITHEH
& ATREEARE » WTLUEREIFAIFIR - NEITIREAHE - EEERE - I8
FISBATHERE 0% 5 RE(THIRETISRT - Carren AIESRFIHELL » SEIEBAIAH 52K
5 BRFSERAE GIHEEN: - SR FEEEIEVEERG > GRgREEF
B0 RETTIRE RS > €355 Martech BT BL(ZIEL » JRERFE -

(W) BEC B gl AHERRIRS R EE - RIS E B REpHEE ? (30 i
/25T 110 348 )

ZRRAEE R CREFEBERNEEFIA BEC BRI B -
BB 18 P SRR o B 227 (Cross et al.,2020 ; Al-Musib et al., 2021k
A AR B 1 B R Rl MR Y O =R B -

L. SR AT B I RS W B SE Y HAS - BB i setE 2
HEAREE Carren fydtt oo N BAESEBIRAZRIGA - PO SN S A BRI

firEfT8E - YU AEELE MR- RO R ikl - #eEfHE M e

B B BCRE - (H R AR AR i 3t S B IR » FEBCr M R 5 22

WERER TR - I FHRG KRG B A HAgs 55 - A B SRR Mk e B P e i 6 4

A%t o Carren WHEAN AT B ERNE M BEE A - WWEHAA

FINCRNVEETE - EERT T - A RIEERE ERFE RS - 21

B - AF]ALHY eCaware WFEARIAIMY » B ARHIE » HHFE—

# A(SSO : Single Sign On)LJjgE » s@fbB 53 aEig il - AT 1D f AD 32
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I ABEMEE - BEFENE - E IR EER A SRR ES - SRk BN
FOERIEZLLRTE 90 K - Maria JBZEHAT - —l H B #H— KBS - BLE XA
IV - AR H IR e B

‘ERE TR L a5 ST - MEARSLAHEGHEE A hiBox Webmail L
AU - FHE B AP POP ~ IMAP ~ SMTP ~ BI4b 1P & AZETJHE - Maria
HAIER ~ fE91MEE VPN E#A eCaware » BB o (B ZRE2TE 50479l
FHAVEE F IR BRI A - BBk IR B SRR (B H 4 B DU T
PR IP B8RS n B8 T o R - W On A NRAERA - 5 EHR R H e o b
AR -

BISEA Bl PE g 7 5< > wT LUs i i A A DU AR e O B A TR - L
R Maria SERIRESS P S AR E AT Ry o TEIRBOi I
ITTEAEEFHEN B TEZHEIB - 1 BEC JiE(i A8 TREEH)
RITELER - ELESI  BLITRIIAFESEERE - BEE T2
B BB TENEE -

- SLAFEZANIRSG 1 B KRS R S RTTIR P 2

B Dt TREFE - HEPARBE(E(T - 328 7 Marta AYFET -
A AL EIERE A T RS SR - EBESATEER A ghEE
HUERITIRE - BMEESE - B¢ - MEFIRSR & I B RryE F235 »
—EGLAEEFEA - EEREM TR - R RFFEEL - 7
A A - T Mk B AR o BRI R, — B L 2 RITRAE - 1REEE
e o SR EERIZRPEEE (Two-factor Authentication » 2FA ) » 15185 T-HE {45
UURTTIRSRRVEE K - $TEEEMM B A B - BB E M aEtE - =65
B3l ~ B8 - B BEC P BB B 22K 3R (Zweighaft, 2017) o

- SRR I FIRE A SR R 2 2

FUHESEHIG TR B E L BOR - PSRRI s B g - hngs o
PR SRR LR B - FE AR S B A A 1B S5 T AI(Myojin & Babaguchi,
2020) - 4H—3k » AT LU eCaware B F 4 AE PR B A 20 A% B FEDHAE -
WA P B RERR S ABRERY TP » fEHUCARFTRRRYEEN « FFrTAE M ERHFEY
B HFRRGRERM LR - TENE FREERME - iR T E
WEFEA R » BEGARRMPEERNLE - AR RFE -~ &
ORCER - TR R B HEWIE -
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/INKS + BR T RFAL R A B2 S RERE BID ERCR L S > S (use
of technologies)ZL5 FEIVI 25 HAYRTTE A4 RExErT I - [f 765 i ki A 1y
Bad /) > gAY T (Matt et al. 2015) » BLARRIBZEREAE 700 VB LA
ML SUHEFERAARE 5 B - GUAbRFvIMESE - SRR BRI
firr iz DUSRA R IME - BUSHCR BN 2 i AIAH & -

bR 175 e L S i B AR R > B I P i R S 7 18 e LAl B
HPERE - S EmEE L mTa e - R BT - 8
Pepa A HIRPSERIIRS] - BIBCRERE AR Z /e B BN th 2%
R EER -

NEBF EAEHEMEE B A - Carren FREE T RS A BRI &
LY o WEER Marta DU HAt & F@I51F - e anyBREs - R
FMIERRAT - L% ~ BB N EITR S EERILRIEE -

{h ~ #&ac (10 &/ B 3t 120 578 )

YU 0L, A

"Gl 01, A o BERFIN R R R E G - Carren FIEEGH - T 1E
BEC {21 > Judy §R Maria fORZHERE - Martech 5TEH EAAIAEESS - KA
BHEARINFRRE - EESE WA IEISA R - BOUSHELRG > Bt
IR LR H Ean 2 RSl 01 BYJIA] - B ARERR - @A ARG T
teTHE L BB RE IR BERE) b o SHETATRFIAE eCaware fi I Jr Rh B8 5 [T 84
fEH > K@k PDCA » ANE BN AN iR i B R E A - e
PR s EsEFETT -

— ~ #E A eCaware I3
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